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INFORMATION TECHNOLOGY AND COMMUNICATIONS DIRECTORATE

The Information Technology & Communications Directorate (ITCD) provides leadership
to the Goddard Space Flight Center (GSFC) and its stakeholders on all aspects of
information technology (IT) management to ensure state-of-the-art computing,
networking, and facilities that integrate and support a diverse, enterprise-wide
information technology environment for GSFC. The Director of the ITCD serves as the
GSFC Chief Information Officer (C1O). The CIO is the chief advisor to the GSFC Center
Director for IT strategy, planning and IT service provisioning.

The ITCD supports GSFC’s missions by implementing IT strategies and management of
IT investments that improve the efficiency and performance of GSFC information
technology systems, services, and business processes aligned with industry best practice
and Government IT Regulations, policies and standards. The ITCD manages
relationships with GSFC customers and the Agency to advise, collaborate, and promote
opportunities for strategic IT investment to further GSFC’s lines of business (LOB) goals
and strategic plan. The ITCD delivers global communications capability, end user
solutions, and IT services to ensure assets are secure, reliable, and available.

The ITCD shapes the application of technology at GSFC in support of the Agency’s
strategic plan including the Enterprise Architecture that outlines the long term strategic
architecture and systems plans for GSFC. The ITCD accomplishes this through close
collaboration within GSFC, and with other NASA Centers, Government agencies,
academia, and industry.

The ITCD builds and provides expertise in the areas of IT Investment Management, 1T
Governance, Resources Management, Enterprise Architecture, Policy and Standards
Compliance, Portfolio Management, IT Security, IT Program Management, Performance
Management and Monitoring, IT Service Delivery Management and Asset Management.

The ITCD supports the development of a GSFC workforce that is IT asset management
aware (i.e. secures, utilizes, and protects IT assets in accordance with government policy)
through training and other forums. ITCD makes customers a priority by focusing on
service fulfillment, performance, accountability, and service delivery standards.
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STRATEGY & PLANNING OFFICE

The Strategy and Planning Office (SPO) establishes a roadmap for the continuous
modernization and optimization of GSFC’s information technology (IT) business
processes and IT environment, providing a framework to guide IT investment planning,
systems unification, and alignment of IT programs with business requirements and
strategic goals.

The SPO is responsible for representing GSFC’s interests within the broader Agency
Enterprise Architecture (EA) activities. The SPO is responsible for leading the
development of the Center’s EA Program and coordinating the EA transition activities,
including architectural design, systems integration and systems engineering.

The SPO is responsible for the development of a comprehensive sourcing strategy and an
investment planning strategy to ensure GSFC uses information technology to develop the
best value and most effective products and services to support its mission.

The SPO defines and manages processes to evolve IT governance and program
management methodologies to ensure IT investments, including research and innovation
initiatives, align with IT business strategy and requirements. The SPO provides guidance
for the implementation of NASA policy to enhance GSFC’s ability to administer and
manage its IT resources effectively.

The SPO develops and implements a portfolio management process for the selection,
control, and evaluation of IT investments and linkage to the budget process.

The SPO manages and assesses the Center-wide IT Policy and Standards compliance
program. This program includes, but is not limited to, a security program, a critical
infrastructure program, and Web program consistent with Federal directives and other
government-wide laws and regulations to establish a framework of policies and
procedures to ensure systems are categorized and assessed for risk of harm, conducts
periodic monitoring of control effectiveness, monitors tracking and completion of
corrective actions, and establishes training programs.

The SPO provides coordination leadership for IT Research and Innovation, including, but
not limited to, facilitating communication and collaboration for technology and
innovation work across the Center, providing a clearing-house to interface with new
vendors, equipment, and support for a technology test environment in support of both
internal and external innovation.
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BUSINESS & INVESTMENT MANAGEMENT OFFICE

The Business & Investment Management Office (BIMO) provides a full range of
business management and IT investment management expertise to the establishment of
ITCD objectives and applying business and financial management techniques to the
accomplishment of those objectives.

BIMO seeks opportunities to leverage and maximize the collective buying power of the
Center regarding IT procurements in accordance with portfolio management objectives
and strategic investment business cases (SIBC) to further GSFC’s lines of business
(LOB) goals through collaboration with the Chief Financial Officer (CFO), the
Procurement group, and other program areas within the ITCD and across the Center (i.e.
Scientific and Engineering Workstation Procurement (SEWP)).

The BIMO is responsible for implementing program and institutional operating plans, for
the ITCD and Center organizations utilizing IT services and resources. This includes
budget development, review, execution, and monitoring, as well as, investment support,
maintenance of the ITCD accounting data base and regular status reports on the
execution of the Center's IT budget.

The BIMO plans and directs the development, implementation, enforcement, and
administration of business processes, and resource management for the ITCD. Business
and resource management include; workforce management and analysis, logistics and
property management; physical space management; travel management; training
management; health and safety issues; small minority business profiles; and a variety of
other functions which ensure operational effectiveness of the ITCD.

The BIMO complies with and implements a Quality Process Methodology for business
office practices.
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PROGRAM INTEGRATION & MANAGEMENT DIVISION

The Program Integration & Management Division (PIMD) combines people, processes,
and technology to advocate for new business solutions to meet Agency and Center
customer requirements. The PIMD provides leadership to align technical solution with
Agency Enterprise Architecture, security policies, and IT portfolio strategies.

The PIMD develops and provides expertise in system integration, system engineering,
project management, performance management and monitoring, security management,
and IT program integration management. The PIMD maintains competencies around
Agency and Center emerging technology initiatives and evaluates their usefulness in
furthering NASA’s strategic plan and GSFC’s lines of business (LOB) goals. The IT
Program Integration Manager (PIM) is positioned as a partner with the customer and
develops insight into the strategic needs of the customer. PIMD also provides
consultative services for IT services and solutions.

The PIMD has oversight responsibilities to ensure service delivery consistency, risk
management, and quality control through utilization of business processes, governance
processes, and IT program management methodology.

The PIMD supports the initial development of business requirements for all IT service
solution activities. PIMD works closely with solution developers to ensure project
management controls meet lifecycle business requirements. PIMD identifies and analyses
stakeholder groups to understand and meet service needs. Prepares outreach to
communicate ITCD strategies, activities, plans, and status to ITCD customers. Plans and
executes internal and external IT communications to ITCD customers and supports the
development and communication of a comprehensive catalog of services provided by the
ITCD.

The PIMD facilitates the incorporation of innovation and Agency solutions into the
Center’s IT architecture. This includes engaging in research, assessment, piloting of
emerging IT technologies, and leveraging IT technology research and pilots being
conducted at the GSFC, and other Centers.
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ENTERPRISE SOLUTIONS DIVISION

The Enterprise Solutions Division (ESD) is responsible for end-user services, the
lifecycle management and integration of applications, and data center solutions. Major
areas of expertise include software service management, data center management, end
user services, web services, project development, system engineering, asset management
and customer support management. ESD services provided are in the form of platform
provisioning, basic interoperability, software and end user account management. End
user computer services (desktop, laptop, and workstation) include: help desk, system
administration, IT requirements management, and training services.

ESD develops and sustains application systems in support of critical GSFC mission and
business operations in conformance with software development lifecycle policies. ESD
develops, maintains, and communicates ITCD services via a comprehensive catalog of

services provided by the ITCD.

The ESD supports the development of systems to collect and disseminate Center
information via robust data warehouse and data mining technologies. It supports the full
range of data management life-cycle systems, including: processing, archiving,
distribution, query, and user interfacing. Expertise in this area includes metadata
definition, data formats, database design, as well as knowledge of evolving data system
concepts, such as distributed archives and data workflows, to ensure optimum
availability.

Software service management includes systems engineering; design development;
operations integration and testing; configuration management; customer training; and
assessment of impact to infrastructure, maintenance costs, and schedule. Systems
engineering, prototyping, and consultative services are also provided for technical
analysis, review, and demonstrations of both new technologies and COTS products to
promote integration of technical advancements and cost effective solutions.

The ESD provides business telecommunications, multimedia and desktop services. The
office provides desktop computing services that include hardware and software
acquisition, installation, maintenance, refreshment, administration network access,
customer support, relocation, and training for new or significantly modified software
applications. Desktop services include those that fall under the agency desktop
outsourcing initiative, as well as, those provisioned within the Directorates.
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COMMUNICATIONS & SECURITY SERVICES DIVISION

The Communications and Security Services Division (CSSD) is responsible for the
operations and sustaining engineering of mission critical and business essential
information technology and communications infrastructure and systems. The CSSD
manages Communications and Network Services and IT Security Services.

The CSSD areas of expertise include service operations, project development,
implementation and assurance, security, and disaster recovery.

CSSD controlled communication and network services directly support the Space
Operations, Science, and Aeronautics Mission Directorates, all NASA centers and
facilities, and all GSFC projects and missions. The NASA Integrated Services Network
(NISN) infrastructure and services are also used to support the Exploration Mission
Directorate as their wide area network requirements evolve. Additionally, NISN
provides services to support administrative applications including center and agency-
wide information technology projects and services. The NISN Project is jointly managed
with the Marshall Space Flight Center (MSFC). Project authority for NISN is at MSFC
with staffing and project management support from GSFC.

CSSD services provided to customers are in the form of telephone, voice/video/data
networks, and/or wireless network support for voice/video/data. These services can take
the form of Business Voice Services, Local Video Services, Cable Plant Services, Local
Network/Data Services, Mission Voice Services, Land Mobile Radio, Mission Video
Services, and Mission Network/Data Services

CSSD support the ongoing processes of protecting Agency and Center information and
systems from unauthorized access, use, disclosure, destruction, modification or
disruption. CSSD is responsible for implementing the various security policies and
procedures as defined by Federal, Agency, or Center directives.
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COMMUNICATIONS SERVICES BRANCH

The Communications Services Branch (CSB) provides the Communications and Security
Services Division expertise in the areas of telecommunications service in support of
telephone systems, video distribution, cable plant management, management of mission
critical and business essential information technology and communications infrastructure
and systems. Support for the Customer Interface Group (mission requirements analysis
and customer relationship) and Business Management Group (common carrier services
and procurement initiatives) of the NASA Integrated Service Network (NISN) is in this
branch.

CSB expertise includes telecommunications engineering, project management and
requirements acquisition and analysis.

ENGINEERING & SECURITY SERVICES BRANCH

The Engineering and Security Services Branch (ESSB) provides the Communications
and Security Services Division expertise in the areas of network engineering, network
management, IT security service, NASA policy and standards compliance, and IT
security management.

The ESSB performs network operation, sustaining engineering and network management
functions to optimize the performance and effectiveness of Goddard networks, both
mission and business essential, and associated assets. Support for the Network Services
Group (custom and sustaining engineering, network management and customer
relationship) of the NISN is in this branch. In addition, project management of network
engineering projects for both type networks is included in this branch.

The services provided by security personnel include ensuring systems are categorized
and assessed for risk of harm, conducting periodic monitoring of control effectiveness,
implementing vulnerability scanning and patch management, providing incident response
capabilities, coordinating the Center’s IT security and training program, monitoring the
tracking and completion of corrective actions, monitoring the completion of required
training and certifications for GSFC personnel assigned to IT security roles, and tracking
and reporting GSFC IT security metrics. In addition, this branch will also provide
consulting services to other offices or organizations with IT security requirements, such
as the procurement office in the preparation of solicitation documents.

The responsibility of this branch includes the authority to disconnect or deny service to
any network attached device in the event of an IT security incident or violation of
acceptable use policy.
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WALLOPS FLIGHT FACILITY (WFF) INFORMATION TECHNOLOGY (IT) &
COMMUNICATIONS BRANCH

The WFF ITC Branch provides a full range of quality information technology and
telecommunications services to support WFF missions. This support includes mission-
critical and administrative networking support, covering all aspects of network
management (engineering, design, integration, implementation, and support), security,
and software support; desktop computing support spanning hardware, software, and
maintenance; and telecommunications service in support of communications, phone
systems, video distribution, and cable plant and range operations.

The WFF ITC expertise includes telecommunications engineering, network engineering,
project management and requirements acquisition and analysis.
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